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Abstract: The advanced encryption standard (AES) is one of the most commonly used encryption algorithms
because of its effective encrypted capabilities and strong crypto-security. Due to the growing demand for stronger
cryptographic protection, researchers have been finding alternative enhanced key management and key expansion
methods that will improve randomness, nonlinearities, and statistical security properties within the framework of
AES.In this paper, we proposed a hybrid SHA3—AES framework that utilizes three complementary techniques for
strengthening AES. SHA3 is utilized to preprocess the master key to produce a hardened key with higher entropy;
dynamic external key evolution employs iterative hashing with SHA3 to produce round dependent keys, thus
reducing the number of deterministic relationships that exist between round keys; and SHA3 is also incorporated
into AES's internal key expansion process to provide increased non-linearity and complexity for generating round
keys. The objective of the proposed framework is to enhance diffusion characteristics of the process and increase
randomness of the encryption process while preserving the original AES structure. Security analysis indicates that
integrating SHA3 improves key unpredictability and strengthens random behavior through dynamic key
dependency and continuous key evolution. Furthermore, experimental observations show that the proposed
framework provides substantial improvements to the statistical and security metrics (i.e., entropy, avalanche effect,
and randomness distribution) when compared to the traditional implementations of AES. Results indicate that the
proposed SHA3-AES model provides a second layer of security for applications with the need for a higher level of
security against advanced analytical attacks.
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1. Introduction

With the rapid development of cloud computing, digital communication systems, and Internet-Based
Applications, the need for highly secure and efficient methods of encrypting sensitive information to
protect against the new and emerging cyber threat has escalated [1], [2], [3]. Advanced Encryption
Standard (AES) is the most commonly used cryptographic standard because it provides the highest level
of data security, is computationally efficient, and can be applied across a wide range of software and
hardware platforms [4], [5], [6], [7]. As a result, AES has become widely used in many different areas
such as secure communications, cloud storage, banking and finance, and IoT environments. However, the
development of new techniques for cryptanalysis and the advancement of high-performance computing
have prompted researchers to look for ways to possibly improve upon the current AES internal structure,
focusing on the key expansion mechanism. The current key schedule of AES relies on deterministic
operations (i.e. RotWord, SubWord, XOR, and Rcon) for producing the round keys that will be used for
encrypting/decrypting the data using a given master key [8], [9], [10]. While these operations provide
sufficient diffusion and efficiency for creating the round keys, they could also introduce structural
dependencies and/or mathematical relationships among the round keys due to their deterministic nature,
which could lead to the feasibility of conducting advanced analytical attacks (i.e., differential and linear
cryptanalysis).
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More recently, researchers working on the expansion of the AES key have focused on improving
security, performance, and randomness using sophisticated computational and structural methods.
Today's techniques have been designed to overcome the deterministic nature of traditional key design by
using random, parallel, and hybrid cryptographic architectures.

In [11], authors introduced a one-dimensional chaotic map based key expansion technique to increase
the unpredictability of the ring keys and the resilience to statistical attacks. However, since the model
introduces an external chaotic behavior into the traditional AES key scheduling without changing it, the
efficiency of removing all structural dependencies is limited. In addition, chaotic systems may introduce
a sensitivity in parameter selection and implementation complexity and may therefore not be optimal for
lightweight environments.

A multi-chaos key expansion model for AES is proposed to improve dissemination and resilience to
cryptanalysis attacks. However, multiple chaotic generators introduce an increased computational
overhead, while still concentrating mainly on external random number generation to counter any internal
correlations between the ring keys [12]. The AES-ECC hybrid encryption model is developed with a
dynamic S-box mechanism to increase the security of cloud services; while this model increases the
resilience to different types of external attack, it introduces additional computational complexity and is
almost exclusively focused on increasing the encryption layer, rather than the actual process of scaling
the AES key(s) [13]. In addition, In [14], the authors developed an alternative key expansion method for
AES, based on dynamic access, to increase the security of files sent over university networks. Although
this method provides more flexibility in terms of application and functionality than traditional AES key
scheduling techniques, it has a minimal impact on the AES key expansion process itself and does not use
strong non-linear primitives (e.g. transforms based on hash characters) that could increase security. A low
latency DDBT-based AES key expansion unit is proposed, resulting in lower latency and increased
hardware efficiency. Although the unit offers many hardware optimization benefits, it has no direct
influence on randomness and internal non-linearity and does not provide a means to defeat analytical
attack methods [15]. According to the literature, significant progress has been made in improving the key
expansion function of AES using chaotic systems, hybrid encryption techniques, dynamic structures, and
optimized hardware. However, there are still many unexplored avenues of research in this field. Current
methods for increasing the size of AES keys rely mainly on generating external randomness; focus on
application-specific increases in the size of AES keys or on hardware optimization only, limiting the
development of integrated lightweight hash functions directly to the process of pinning the external and
internal AES key expansion functions. However, authors typically limit improvements to an isolated
aspect of the function, namely randomness or efficiency, without providing a comprehensive framework
for simultaneously increasing entropy in the master key, making the keys ring-dependent, and decreasing
the predictability between round keys or enhance the non-linearity of the internal AES key schedule.

To address these limitations, a new research paper proposes a hybrid AES-SHA3 framework that
integrates the SHA3 hash function into several layers of the AES Key Management process. The
proposed methodology consists of three different techniques: pre-processing external keys with SHA3,
generating dynamic round-dependent keys with SHA3 iterative hashing, and generating internal key
expansion using SHA3. The integrated design aims to minimize the correlation between round keys,
increase the diffusion and randomness properties, and improve the resilience to differential and linear
cryptanalysis while maintaining the AES's performance.

The main contributions of this research can be summarized as follows:

e Proposing a hybrid AES—-SHA3 cryptographic framework integrating SHA3 into both external
and internal AES key management processes.

e Introducing a SHA3-based external key preprocessing mechanism to improve entropy and
randomness of the master key.

e Developing a dynamic round-dependent key evolution model using iterative SHA3 hashing to
reduce deterministic relationships among round keys.

e Designing an internal SHA3-based AES key expansion mechanism to increase non-linearity and
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strengthen cryptographic complexity.

e Evaluating the proposed framework using multiple statistical security metrics including entropy,
avalanche effect, randomness distribution, and differential probability analysis.

The remainder of this paper is organized as follows. Section II presents the proposed multi-level key AES
SHA3-based. Section III the security analysis of the proposed model. Section IV presents experimental
results and performance evaluation. Finally, Section V concludes the paper and outlines future research
directions.

2.Proposed Work

In this section, we present the cryptographic framework that enhances the extensiveness of the AES
key by integrating SHA3 into several key management layers. The aim is to increase key
randomness,non-linearity and resilience against a range of statistical and analytical attacks.

The methodology is composed of three different mechanisms. External Key Preprocessing, Dynamic
External Key Evolution and Internal Key Extraction using SHA3, as illustrated in Figure 1.
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Fig.1 Block Diagram of the Proposed Framework
2.1 External Key Preprocessing Using SHA3

The secret key of AES encryption algorithm is first started with a SHA3 hash function (such as
SHA3-256 or SHA3-512). The result of a hash function is treated as a derived key, as it is considered
more statistically secure.

Let the original secret key denoted by K. The modified key K' as follows in Equation 1:

K' = SHA3(K) (1)
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This transformation increases entropy of the input key and removes the structure or correlation of the
original key. Significantly, this step does not change the AES internal structure, but improves the quality
of the cipher input.

2.2 Dynamic External Key Evolution Using SHA3

A second stage is proposed, the dynamic external key generation scheme, in which several round-
dependent keys are calculated outside the AES key scheduling. The iterative hashing process generates a
string of different keys, Ki, instead of using a simple static key, by: Ki—1, which is calculated in
Equation2:

K=SHA3(K-/IIK II7) 2)
where:
e K; 5, is the previous round key,
e K, is the master key,
e 7, is the round index,
¢ || denotes concatenation.

Each round key is dependent on previously generated round values and is non-linearly dependent on
preceding ones. Consequently, the round keys are effectively decorrelated, providing a higher degree of
security to the overall system. Yet, this phase continues to operate externally to the internal key
expansion process of AES.

2.3 Internal SHA3-Based Key Expansion

In the final stage, the AES key schedule is directly modified by the SHA-3 function, which makes it
different from the regular key schedule. The generation of new round keys incorporates SHA3, which
adds additional diffusing effects to the new round keys.

The modified key expansion process can be expressed as in Equation 3:

Wi =SHA3(W;-1 IKlli) 3)

where:
o W, represents the generated key word,

o Wi=SHA3(Wi;-1)is the previous key word,
¢ K is the master key,
e i is the round number.

The key schedule becomes more complex due to the non-linear integration of mechanisms, as each
subsequent round key is more dependent on all previous round keys than the standard AES key expansion
process.

2.4 Overall Framework Summary

The scheme integrates three distinct techniques through a three-layer framework: first, to strengthen
the master key by pre-processing data using SHA3, second, to dynamically generate round keys using an
external iterative hashing method, and third, to embed SHA3 in the AES internal key schedule for further
cryptographic diffusion and non-linearity. Overall, statistical randomness is improved, the avalanche
effect is maximized, and resistance to cryptanalysis is enhanced.
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3. Experimental Setup

The experimental aimed at improving key generation of the AES algorithm, setup including two
subsections: Hardware and Software Specifications and Metrics for Performance Measurement.

3.1 Hardware and Software Specifications

The proposed method is implemented on a laptop with an Intel i7 core processor and 16GB RAM,
operating system is Windows 11Pro.

The choice of software tools also greatly affects the evaluation process. So, to simulate the proposed
framework, we used an Integrated Development Environment (IDE) Pycharm which is specifically
designed for Python programming, which allows efficient synthesis, implementation and simulation of
the developed algorithms. The testing framework includes both proprietary solutions and open source
libraries to measure performance effectively.

3.2 Evaluation Performance and Security of the Proposed Framework

When evaluating the effectiveness of the AES algorithm with proposed key expansion techniques,
several key metrics are essential, including:

3.2.1 Performance Metrics

To measure the efficiency of the propsed keys are used performance metrics include: Encryption
speed and throughput.[16]
e Encryption speed
Encryption speed or encryption time is the time required for encryption, and the time needed to convert
plaintext to ciphertext.[17]

e Throughput
The Throughput is calculated by using the Equation 4.

Plaintext size(byte)
Encryption time(ms)

Throuphput = 4

3.2.2 Security Metrics

We used many statistical tests to measure randomness and unbredictable of proposed keys:

e Entropy
Entropy is a measure used to assess the degree of randomness or unpredictability in data. In
cryptography, the goal is for data to be: Unpredictable, randomly distributed and difficult to guess The
higher the entropy value, the more random the data and the stronger it is cryptographically.In binary data
or ciphertext, entropy measures the degree of variation in the distribution of values. If the data contains a
recurring pattern, the entropy is low and If all values are distributed relatively evenly, the entropy is high.
The most commonly used equation is the Equation 5 for entropy [18], [19].

H(X)= - Y21 p(x;) log, p(x;) Q)

e H (X) = Entropy.

e p(xi) = Probability of x.

¢ log2 = Binary logarithm.

e > = Sum of all probabilities.

Therefore, in cryptography tests: the highest possible value is approximately 8 because a byte contains 8§
bits.
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e Monobit Test
The Monobit Difference is one of the randomness tests used to measure the "balance" of binary bits (0
& 1) in result sets from encryption algorithms, key generation, or from random numbers. Its purpose is to
determine whether the number of 1s is close to the number of 0s. In good random data, the ratio of zeros
to ones should be very close, approximately: [20], [21]
Number of 1s = Number of 0s

The difference is calculated as follows:

Monobit Difference = | N;— Ny | 6)

Where:

e N; = Number of bits with a value of 1
e Ny = Number of bits with a value of 0

e |-| = Absolute value

A small value indicates a balanced distribution and better randomness of the data. If the value is too large,
this may indicate a bias in the data, meaning that the algorithm produces more 1s than Os or vice versa.

e Chi-Square Test
The chi-squared test is a statistical test used to measure how much the actual distribution of data differs
from the expected distribution. In cryptography and randomness, this test is used to determine whether
the distribution of bytes or bits generated by an algorithm is close to a perfect random distribution.

The chi-square test compares:

* Observed values
* Expected values
Then it measures the difference between them. The basic equation is: [22]

Oi—Eiz
X =y ™

Where:
* y* = chi-squared value
* Oi = observed frequency
* Ei = expected frequency
* Y =sum of all classes
e Avalanche Effect
The Avalanche Effect is a very important metric in cryptography that measures how sensitive an
algorithm is to small changes. The basic idea: a minor change in the input message such as flipping one

bit, results in a significantly different hash value. Avalanche effect wherein at least 50% of the bits of the
hash value are flipped by a minor change in the input [23], [24] [25]. The equation is:

Number of Changed Bits
Total Bits

Avalanche Effect=

X 100 (8)

Where:
* Number of Changed Bits = The number of bits that changed between the two outputs

¢ Total bits = The total number of bits

* The result is a percentage
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4. Results And Discussion
4.1 Comparing KDF and PBDFK with SHA3

The results in Table 1 show that all three methods possess good cryptographic properties, but with
significant differences in performance and security efficiency.

Table 1: Comperison between SHA3, KDF and PBDFK

Metrics PBKDF2 HKDF SHA256
Average Time 0.038 0.001 0.0009
Entropy 7.94 7.94 7.96
Chi-Square 247 229 242
Monobit Difference 6 62 19
Avalanche Effect 46.4% 50% 49.6%

SHA-256 exhibited the fastest encryption time and the highest entropy, indicating a high level of
randomness.

HKDF displayed the best avalanche effect (50%), which is nearly ideal, and a lower chi-square value
than the other methods, indicating a balanced statistical distribution and good strength in propagating
changes within the output.

PBKDEF2 was the slowest (0.038) due to its reliance on security iterations, but achieved a low monobit
difference (19), indicating good bit balance.
Overall:

= SHAZ256 is the best in terms of speed and randomness.

= HKDF is the best in terms of statistical strength and avalanche effect.
= PBKDF2 offers higher security against guessing attacks, but at the expense of performance.

Therefore, HKDF offers the best overall balance between efficiency and security performance, while
SHA-256 is best suited for high-speed applications, and PBKDF?2 is best suited for password protection.
4.2 Evaluating Performance

The results in Figure 3 indicate that encryption time increases gradually with increasing data size in both
methods, a predictable behavior given the increasing amount of data to be processed.
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Fig. 2 Performance tests of the proposed framework
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The proposed SHA3-based method exhibited a slightly higher execution time compared to the
conventional AES algorithm. This is attributed to the additional operations involved in implementing
SHA3 within the encryption mechanism or key generation, which adds a small computational cost to the
encryption process.

Also, concerning throughput, the traditional AES algorithm was slightly faster than the SHA3
algorithm; since there is a negative correlation between total execution time and throughput (i.e., the
more time it takes to encrypt something; the less data can be encrypted per unit time) the amount of
difference in throughput for either encryption method had a relatively negligible effect on overall system
performance (especially when working on very large amounts of data).

Despite this slight performance decrease, the differences between the two methods remain relatively
small, particularly at large datasets where performance converges more closely. Therefore, the proposed
method can be considered to achieve an acceptable trade-off between performance and security, as the
slight increase in encryption time and the limited decrease in Throughput come in exchange for the
improvements shown by previous results in measures of randomness and statistical propagation such as
Entropy, Bit Difference Probability and Chi-Square, indicating an enhancement of the system’s security
characteristics without imposing a high performance cost.

4.2 Statistical tests of Proposed Framework

Figure 3 includes four ststistical tests conducted for proposed framework,
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Fig. 3 Statistical tests of the proposed framework

According to the results in Figure 4, the proposed SHA3 AES system generated better (or relatively
similar) statistical and security tests in relation to the Standard AES. This indicates that the proposed
system produced randomly distributed data with more strength (i.e., encryption) and did not negatively
impact system stability.
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e Entropy Analysis: Entropy values are very close to the optimal value (8), indicating a high level of
randomness within both encrypted payload types. However, the SHA3 AES was marginally superior
with respect to most data sizes (i.e., superior bit distribution and fewer predictable patterns) and its
values remained stable despite the increase in the total amount of data. Therefore, this demonstrates
that the SHA3 AES preserves randomness at scale satisfactorily.

o Bit Difference Probability Analysis: The SHA3 AES system's performance was much closer to the
optimal value (0.5) than Standard AES. This corresponds with the strong Avalanche Effect (that is,
the output of an algorithm is unique due to an inconsequential input being changed (e.g., data or key),
thereby resulting in very close correlations between both systems' outputs to approximately 50 % of
total output. This closes the door for statistical and differential attacks. While both systems were
relatively close, the SHA3 AES's performance produced more statistically exact results than
Standard AES.

e Monobit Analysis: The Monobit values are really low in both systems. This means that the

ciphertext has a mix of zeros and ones which is important for making it random. The new system has
lower Monobit values especially when the sizes are bigger. This shows that the new system is better
at making ciphertext and reducing patterns.

e Chi-Square Analysis: The Chi-Square test shows that the proposed system has values than the

standard AES at all sizes. This means that the proposed system makes ciphertext that looks like
random bytes. The lower Chi-Square value also means that the new system is better at hiding patterns
in the ciphertext.

Generally: The results confirm that integrating SHA-3 with AES enhances the statistical features of the
ciphertext, principally the randomness, bit difference rate, and resistance to statistical analysis.
Furtheremore, the differences, although sometimes minor, are consistent and recurring across different
data sizes, which supports the effectiveness of the proposed system and its potential implementation as a
more secure encryption model when is compared to traditional AES.

5. Conclusions

The experimental results show that the proposed AES-SHA3 framework consistently achieves higher
entropy, better bit variance probabilities, and lower chi-square values than the standard AES, while
maintaining the same monobit properties across different data sizes. These improvements are due to
increased randomness, increased avalanche behaviour and increased sensitivity to statistical analysis
attacks. The proposed system therefore provides an effective improvement over traditional AES and is
suitable for security-sensitive applications such as secure communications and loT security systems. It is
confirmed that increasing the SHA-3 hash by adding a key or by changing the key generation process
will significantly increase the overall power of the cryptographic techniques, without compromising
performance.
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